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Abstract— Nowadays the security methods from 
password protected access up to firewalls which are used 
to secure the data as well as the networks from attackers. 
Several times these type of security methods are not 
enough to protect data. We can consider the use of 
Intrusion Detection Systems (IDS) is the one way to 
secure the data on critical systems. Most of the research 
work is going on the effectiveness and exactness of the 
intrusion detection, but these attempts are for the 
detection of the intrusions at the operating system and 
network level only. It is unable to detect the unexpected 
behavior of systems due to malicious transactions in 
databases. The method used for spotting any interferes on 
the information in the form of database known as 
database intrusion detection. It relies on enlisting the 
execution of a transaction. After that, if the recognized 
pattern is aside from those regular patterns actual is 
considered as an intrusion. But the identified problem 
with this process is that the accuracy algorithm which is 
used may not identify entire patterns. This type of 
challenges can affect in two ways. 1) Missing of the 
database with regular patterns. 2) The detection process 
neglects some new patterns. Therefore we proposed 
sequential data mining method by using new Modified 
Apriori Algorithm. The algorithm upturns the 
accurateness and rate of pattern detection by the process. 
The Apriori algorithm with modifications is used in the 
proposed model. 
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I. INTRODUCTION 
Data mining has created a great courtesy because of its 
enhanced features for storing the huge amount of data and 
a looming requirement for fetching beneficial information 
from them. Along with this, it consists of the use of 
intellectual data analysis tools to find undiscovered, legal 
patterns, and corelation in big data sets. A vast amount of 
summarizing practices such as fraud detection, marketing, 
and scientific breakthrough, etc. experience data mining 
approaches for their efficient working. 
At present, research started considering the importance of 
data mining skills in the computer security mainly in the 
backbreaking difficulty of intrusion detection. The set of 
activities that try to mess up the reliability, privacy or 
convenience of a system is known as Intrusion. Intrusion 
detection is the process of finding significant measures 
arising in a computer system and analyzing them for the 
possible presence of an intrusion. This system is 
considered as a following method of security when all the 
prevention techniques are compromised, and intrusions 
become a part of the system. Two types of known attacks 
are there namely Inside and Outside. Within inside attack, 
the intruder has all the privileges to use the application or 
the system so that it does malicious activities. Within 
outside attack, the intruder does not have proper 
privileges to access the system. Detecting inside attack is 
typically more challenging compared to outside attack.. 
 
II. LITERATURE SURVEY 
2.1Existing System: 
Currently, used intrusion detection method is based on 
signature-based method [9]. In detail awareness about the 
signature of formerly known attacks is needed for this 
method. The overseen events corresponding with the 
signature are used to detect intrusion. The various 
inventory databases are extracting the features and then 
comparing them with a set of attack signature provided by 
the human expert for intrusion detection. The user 
updates the signature database manually for each new 
type of intrusion that is detected. The boundaries with 
such method are that they cannot detect the novel attack 
that has a no previous signature. It also wants more 
training data for the associated technique, and there are 
many chances that they can produce many false alarms. 
Just because of all the problems mentioned above 
ultimately causes more demand for intrusion detection 
techniques which are based on data mining. Anomaly and 
Misuse detection are the two types of intrusion detection 
technique. 
2.2 Data Mining Methods for Intrusion Detection 
2.2.1 Misuse detection or Signature based method:  
The majority of intrusion detection systems (IDS) are 
signature-based. They operate in like manner as a virus 
scanner, by examining for a well-known identity or 
signature for each particular intrusion happening. 
Signature-based IDS is only well-nigh its database of 
stored signatures.. 
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2.2.2 Anomaly or Profile based method:  
The anomaly detection inclines on an outline or profile of 
ordinary user actions. It inspected the user's current 
session and compared it with the profile representing his 
standard action. All the actual attacks can be detected 
using this detection method. 
2.3.2 Dependency mining or Association rule method:  
Association indicates the relationship between the items 
in a transaction. Dependency mining is the technique, in 
which one item has modified another item refer with this 
also modify. The data dependency refers to the access 
relationships among data items. These data dependencies 
are generated in the form of classification rules. 
 
III. PROBLEM STATEMENT 
If any acknowledged pattern or behavior apart from those 
regular patterns which can be of highly probable is found 
at the time of detection of any offence on the information 
level in the database is being considered as an intrusion. 
This process intended to placing the typical executions 
done by a transaction. One main problem of the process is 
the accurateness of process of identifying frequently 
occurring patterns within the database. All the patterns 
are not detected using existing algorithms and because of 
this, a data mining approach comes in the picture for the 
detecting malicious transactions in a system. This system 
maintains the data dependencies between data items in the 
database.  
Our approach is to design a system to mine recorded, or 
stored log of the authentic transaction performed with 
database and based on security rules generate the 
signature for legal transactions. The malicious 
transactions are those who are not yielding to a signature 
of a legal transaction. The security techniques presented 
with DBMS is not sufficient to identify intrusive 
movements. Unauthorized users can access important 
data by executing the malicious transaction. The intrusive 
detection system can be used to improve security 
measures. So, to efficiently detect the malicious 
transactions carrying some data dependencies which exist 
in the database we have to use proposed system. 
 
IV. PROPOSED SYSTEM 
The proposed system is to be presented to recognize any 
new activity that can say as an intrusion on a transactional 
database. The algorithm for sequential data mining with 
some added features is used for this purpose. The aim is 
to develop a system which reduces the processing time, 
the database scan numbers and detection of entire 
probable behaviors in the database. 
4.1 Modified Apriori Algorithm 
To increase the accuracy of the existing Apriori 
algorithm, the new modified algorithm is introduced. This 
modified algorithm improves the performance with 
respect to accuracy by adding some modified conditions 
into it. This modification basically in two areas like the 
process for scanning the transaction and producing 
candidate sets. At the initial stage the scan of the 
transaction to produce the support values which can be L-
1 itemset and can be applied to transactions. Then the 
candidate patterns should be generated in either direction 
not only one so that all the probable patterns can be 
analyzed along with Candidate set Ck. For example, 
suppose there are patterns like (p)(q) and these can be 
used as seed patterns for next candidate set then both the 
patterns need to be considered as candidates (p,q) and 
(q.p). 
4.2 Pseudo code for Modified Apriori Algorithm 
Proposed 
 
Ck: Candidate itemset of size k 
 Lk: frequent itemset of size k 
SWPk:  Swap frequent itemset of size k 
L1 = {frequent items}; 
SWP1 = {Swap frequent items} 
for (k = 1; Lk !=Æ; k++) do begin 
Ck+1 = candidates generated from Lk; 
for each transaction t in the database do 
increment the count of all candidates in Ck+1 that are 
contained in t 





The introduced model consists of the hierarchical 
structure of client and server. The client should 
communicate with the main server through sub-server 
only. The introduced model works in three stages. During 
the first stage, it will try to detect the attacker or intruder 
by checking the connection between server and client. If 
the sub-server is not registered on the main server, it 
gives the message. Then in the Second Stage apply the 
proposed Enhanced Apriori algorithm on the transaction 
log of communication. To acquire the strong rules or 
pattern we applied this algorithm to the transaction from 
where we scanned the last transaction. Then those all new 
rules or pattern are compared with the list of suspected 
patterns of known signature. As transaction gets updated, 
it gets scan regularly.  
The same algorithm is used on this at agreed fixed period. 
If the sent pattern is found in suspected list, the alert 
message gets displayed. And supposed if it is not matched 
then the communicator allowed to be communicating 
further. By providing the confidence value on the same 
pattern or rule sent by a client, the association rules are 
generated as per Enhanced Apriori Algorithm. If any 
suspected rule is found, then add it to the suspected list. 
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When entire rules are scanned, the suspected rule is 
considered as anomaly signature and gets updated in the 
database. Finally, the action taken that the respective 
client is considered as suspect and all the activities for the 
particular suspect will be stopped. If they are intr
then a remedy action is to be taken against it. The trusted 
list of patterns should be updated if they are distinctive 
behaviors which are not recognized earlier so that they 




The implementations mentioned above were applied on 
the transactional log of data, and the performance was 
analyzed in terms of time and accurateness of the 
patterns. The performance was also analyzed by 
providing different support and confidence values. 
The predictable thing was that the modification tends to 
produce more patterns to be managed. About the time a 
small increase was observed which not distinguishable. 
Subsequently analyzing the results of the 
implementations, it was noticed that the increase in the
accuracy by using the modified Apriori Algorithm. Along 
with this the supplementary fact is that it does not burden 
the CPU, memory as well as time. 
   
VII. CONCLUSION 
This algorithm demonstrates that the detection rate is 
better than current algorithm. The revised algorithm 
consist of altering the method of generating new 
sequences by assuming these sequences in every direction 
and therefore leads to identify more frequent patterns that 
were not identified by the current algorithms. 
In this intrusion-detection method, the modified algorithm 
is used in the database transaction log for identifying 
entire frequent patterns in the transactional data, and new 
patterns would be identified based on all previously 









model is to focus generally on enhancing the correctness 
of the patterns identified in the database transactions. It 
highlights on identifying patterns which are not identified 
before by increasing the accuracy of pattern min
model increases the rate of identifying intrusions and 
decreases the rate of false alarms.
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